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EXECUTIVE SUMMARY

Distributed ledger technology (DLT) and cryptography have 
the potential to drive profound change across all industries 
and the financial services industry is no exception. 

Not only will it change how financial services firms carry out their roles and processes, DLT and 
cryptography have combined to create a new asset class which is generating significant appetite amongst 
investors. Investors want exposure to crypto assets and this demand is growing, notwithstanding the price 
volatility and risks involved. 

Investor appetite for crypto asset exposure is creating opportunities for investment products and 
services to satisfy this demand and provide exposure to crypto assets in a more risk-managed way. 
Regulated investment funds could be the optimal vehicle to deliver this exposure as many of the 
protections which crypto asset investors are seeking – professional asset management, safeguarding 
of assets, independent valuation, ease of dealing, portfolio diversification, regulatory oversight – 
are already incorporated into regulated investment fund structures. Further, investor outcomes will 
be improved by bringing exposure to crypto assets within the regulatory perimeter via authorised 
investment fund structures.

As a world leader in the funds and asset management industry, Ireland has the ecosystem in place 
to deal with the needs and complexities of operating authorised investment funds investing in crypto 
assets. The intention of this White Paper is to lay the groundwork for a collaborative effort exploring 
the feasibility of Irish authorised crypto asset funds. Our recommended next steps are set out at the 
conclusion of this White Paper and include: 

• Qualifying Investor AIFs (QIAIFs): 

 –  Clarification by the Central Bank of the extent of indirect exposure which is acceptable within 
a QIAIF and a description of the conditions which would need to be present to make greater 
exposure acceptable.

 –  Consideration by the Central Bank of the conditions under which direct exposure by QIAIFs in 
crypto assets would be allowable. 

• Retail Investor AIFs (RIAIFs)

 –  Articulation by the Central Bank of any additional risk mitigation measures required to make 
indirect and direct exposure to crypto assets permissible for RIAIFs.

 –  Commitment by the Central Bank to revise the RIAIF chapter of the Central Bank’s AIF Rulebook 
to provide for exposure to crypto assets by RIAIFs as soon as the additional risk mitigation 
measures described in the previous point have been settled.

• UCITS

 –  Ireland, as a leading EU Funds Domicile, should be leading the discussion regarding the 
eligibility of crypto assets within UCITS funds at ESMA.

• EU Convergence

 –  Engagement by the Central Bank with peer regulators, European Supervisory Authorities, and the 
European Forum of Innovation Facilitators to ensure a convergence of approaches towards crypto 
assets. This might also include the registration and supervision of VASPs across the EU.
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•  Government to create a specific taskforce on tokenisation within the Fintech Steering Group to 
ensure the policy and legislative conditions exist to support the creation and operation of tokenised 
platforms within Ireland.

•  Replication of the legislative conditions which exist in other EU Member States as regards crypto 
assets and decentralised finance platforms. 

•  Industry should continue to support the Irish Government, the Central Bank, and other industry 
stakeholders by producing thought leadership and information notes, which will enable better 
understanding and higher levels of investor protection. The development of a financial literacy 
programme for transition year students should also incorporate materials on crypto assets.

We believe that, if implemented, the actions we have identified will help to ensure that Ireland utilises 
its current strengths as both a leading investment funds and asset management centre and a significant 
technology hub to take advantage of the opportunities presented by crypto assets. 
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INTRODUCTION

It is the fastest growing major European domicile for investment funds and accounts for 18.5% of all 
European investment fund assets1. A broad spectrum of retail and institutional investors from around 
the globe access investment strategies via UCITS and AIFs authorised in Ireland. 

To ensure that Ireland is placed as a centre for innovation and excellence, it has developed a range 
of expertise for servicing, administering, distributing, and overseeing investment funds which allows 
industry firms to support complex investment strategies and products. The co-existence of a strong 
technology cluster in Ireland has helped to feed and nourish this technical expertise. Developing 
capability and demonstrating leadership on a continual basis supports better investor outcomes, which 
both enable continued growth of the Irish funds and asset management industry, and is aligned with 
the Irish Government’s strategy for International Financial Services – Ireland for Finance. 

The emergence and ongoing evolution of distributed ledger technology (“DLT”) supported by 
cryptography are posing questions and providing new possibilities across industries, including funds 
and asset management. These extend to software applications, a wide range of financial use cases via 
smart contracts, digital representations of assets via “tokens” or “coins” and the enabling settlement 
and payment infrastructure which accompany all the above. A recent public report by IOSCO on 
Decentralized Finance2 included the following representation of these layers.

 

For the purposes of this White Paper, we will focus on the asset layer and how regulated investment 
funds in Ireland might access the variety of crypto assets which are being created. 

There are live debates and initiatives underway across the globe exploring ways in which the new 
technologies will co-exist with (or replace) existing capital markets activity, product structures and

1. EFAMA Investment Fund Industry Factsheet December 2021
2. https://www.iosco.org/library/pubdocs/pdf/IOSCOPD699.pdf

Since the creation of the International Financial Services 
Centre in the late 1980s, Ireland has grown to become one 
of the largest centres for the establishment and management 
of regulated investment funds internationally. 

https://www.efama.org/sites/default/files/files/EFAMA%20Fact%20Sheet%20%28August%202021%29_1.pdf
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD699.pdf
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3. https://blogs.imf.org/2021/10/01/crypto-boom-poses-new-challenges-to-financial-stability/
 https://www.fsb.org/2022/02/assessment-of-risks-to-financial-stability-from-crypto-assets/
 https://www.ft.com/content/f66ef57e-e52f-485b-bc37-e9f577057c72

distribution mechanisms and what this means for the public, securities markets, policy makers and 
industry providers. They fall beyond the scope of this White Paper, but it is important to acknowledge 
that the technologies are dis-intermediating and decentralising in nature. They also start from a 
position of unfettered, direct and easy access. Given the structure of existing regulated activity, these 
characteristics make them harder for many in the regulated funds and asset management ecosystem to 
grapple with initially. 

As outlined in this White Paper, there is a strong appetite amongst retail and, increasingly, institutional 
investors for exposure to crypto assets. To the extent that this appetite is satisfied currently, it is done 
so through a combination of direct and indirect investments. All of these contain market infrastructure 
risk, and none are optimal. Financial regulators have been vocal in their warnings about the risks 
associated with crypto asset investing, particularly for retail investors. Paradoxically, this has meant 
that while regulatory protections may be afforded to sophisticated investors (e.g., QIAIFs with indirect 
exposure to crypto assets), retail investors seeking exposure to crypto assets must fend for themselves. 
They are typically investing in crypto assets directly through crypto exchanges and rely on wallets 
for safe keeping of their crypto assets. However, these entities are not subject to the same rigours, 
standards, and supports as the investment funds offering managed exposure to qualified investors. This 
has been a cause of concern to many bodies such as the International Monetary Fund and Financial 
Stability Board3. 

Into this space there stands an opportunity for investment products which can offer investors a better way 
of gaining exposure to crypto assets. Regulated investment funds could be one such product, as many of 
the features which crypto asset investors are seeking – professional asset management, safeguarding of 
assets, independent valuation, ease of dealing, portfolio diversification, regulatory oversight – are inherent 
and second nature to regulated investment funds. As a world leader in the investment funds industry, 
Ireland could be the domicile of choice for those regulated investment funds. 

The intention of this White Paper is to lay the groundwork for a collaborative effort exploring the 
feasibility of Irish authorised crypto asset funds. As such, this White Paper is dedicated to describing 
what some of the challenges are and how stakeholders might approach crafting solutions. As that 
collaboration develops and progresses, other issues, such as whether legislative or taxation changes 
are appropriate or necessary, will also need to be explored. As also noted earlier, creating the specific 
conditions for tokenised fund offerings (as a delivery mechanism to reach investors as an investment 
solution rather than as a singular investment opportunity) is for a separate work-stream. 

In constructing this White Paper, we focused on three overlapping sets of stakeholder interests which 
recommend the collaboration and action we suggest in the body of the paper:

 1.  The Irish Government’s responsibility to ensure that Ireland remains relevant and competitive in 
new and developing industries which support economic and employment policies for its citizens.

 2.  The Central Bank of Ireland’s responsibilities in protecting consumers and ensuring 
financial stability.

 3.  The fund and asset management industry’s responsibilities to meet the evolving needs of investors.

We are also mindful of the link between the matters covered in this paper and European Commission’s 
Digital Finance Strategy, as well as the Retail Investment Strategy. 

https://blogs.imf.org/2021/10/01/crypto-boom-poses-new-challenges-to-financial-stability/
https://www.fsb.org/2022/02/assessment-of-risks-to-financial-stability-from-crypto-assets/
https://www.ft.com/content/f66ef57e-e52f-485b-bc37-e9f577057c72


7

INTRODUCTION

The term ‘Crypto Asset Funds’ is used throughout this White Paper to refer to investment funds which 
gain exposure to crypto assets. It includes both investment funds whose portfolios are fully exposed 
to crypto assets and those which are partially exposed. The level of exposure which is appropriate 
for a particular investment fund will depend on a number of factors, including the type and risk 
appetite of the target investors of that fund. The alignment of the investment strategy, liquidity profile 
and redemption policy and the proposed leverage limit will also be considered when designing an 
appropriate level of crypto asset exposure. As a result, it could be the case that the level of crypto 
asset exposure that is appropriate for one investment fund is not necessarily suitable for another, even 
though both investment funds are, for example, QIAIFs. The term ‘Crypto Asset Funds’ also refers to 
investment funds that gain direct and/or indirect exposure to crypto assets. 

This White Paper focuses on the issues to be considered in the context of investment in crypto assets 
by regulated investment funds. However, it is noted that similar principles and issues would apply 
to other means of gaining exposure to crypto assets by regulated financial services providers for their 
own purposes or on behalf of their clients. The contents of this White Paper may well serve as a useful 
resource for separate considerations in that regard.

Finally, while we acknowledge the tremendous potential offered by the technologies which underlie 
crypto assets, such as distributed ledger technology, this White Paper does not consider digitalisation 
more generally. Consideration of that matter merits its own detailed review.
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4. https://www.morningstar.co.uk/uk/news/220381/5-charts-on-cryptos-past-present-and-future.aspx
5. https://panteracapital.com/blockchain-letter/
6. https://coinmarketcap.com/

Since the publication of Satoshi Nakamoto’s whitepaper 
proposition “Bitcoin: A Peer-to-Peer Electronic Cash System” 
and the registration of Bitcoin.org in 2008, crypto assets and 
related business and services have grown exponentially. 

MorningStar4 reports, that the market capitalisation for the top 100 crypto currency coins had grown to 
nearly $1.7 trillion as of January 2022.

Interest in Bitcoin originally grew in response to diminished faith in capital markets and fiat 
currencies as a consequence of the 2008-10 global financial crisis. This resulted in Bitcoin being 
seen as a potential decentralised alternative to systemic payment and banking systems. The promise 
of immutable recordkeeping and pseudo-anonymity of transaction storage on an encrypted, open-
source, permissionless and trustless platform also proved attractive – as did the possibility that crypto 
currencies may prove to serve as a hedge against inflation analogous to gold.

By the time Ethereum was launched in 2015, interest in both the possibilities offered by crypto assets 
and the technical architecture supporting them (distributed ledger platforms and smart contracts, for 
example) was gathering pace. Since then, there has been an explosion in the number, type, and value 
of crypto assets available in the marketplace. There has also been huge advancement in efforts to apply 
the technologies, which underpin crypto assets, such as tokenisation, distributed ledgers and smart 
contracts, to many sectors of the economy including financial services. Accompanying this growth has 
been significant volatility, as evidenced by movements in the prices of many cryptocurrencies and their 
associated market capitalisations. 

Investor demand for Crypto Assets
Today, the $1.7 trillion market for crypto assets is significant and growing. The crypto coin market 
consists of nearly 19,000 different crypto currencies and is dominated by Bitcoin (~40%) and Ether 
(~20%). There is still a lot of churn in the crypto asset market – only 6 of the top 20 crypto coins, 
at the time of the pricing bubble in 2017 were still ranked in January 2022. Eleven of the top 20 
in 2022 did not exist in 2017. The market is fragmented, speculative, and volatile with over 500 
exchanges handling approximately $50bn in trades over a 24-hour period.

 6

https://www.morningstar.co.uk/uk/news/220381/5-charts-on-cryptos-past-present-and-future.aspx
https://panteracapital.com/blockchain-letter/
https://coinmarketcap.com/
http://Bitcoin.org
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7. To illustrate this point, the price of Bitcoin fell by approximately 25% during the time period when this White Paper was being written.
8. https://medium.com/@kevin.mathews_11050/the-luna-eclipse-e2d7ac2af5dd
9. https://www.visualcapitalist.com/bitcoin-historical-corrections-from-all-time-highs/

While the bulk of the initial inflows into crypto assets came predominantly from millennial “explorers”, 
recent growth has reflected an increased appetite for exposure from corporates, and from the traditional 
financial services sector (on behalf of their underlying clients). For example, investment funds are 
increasingly also looking to crypto assets for diversification of their portfolios, to hedge against inflation 
and to seek alpha. This is reflected in the growth of the total crypto currency market capitalisation chart 
from coinmarketcap.com below. 

Total Crypto Market Capitalization and Volume, US$ (source www.coinmarketcap.com) 

Crypto asset values have increased over time but investing in crypto assets undoubtedly brings risks. 
The emerging nature of the market, its ongoing evolution, and lack of common/synchronised regulatory 
standards along with volatile pricing7, reflect the immaturity of crypto assets as an asset class. At the 
time of writing (May 2022), crypto currency markets were experiencing record levels of volatility due to 
the failure of Terra stablecoin’s stabilisation algorithmic mechanisms and the underlying LUNA coin8. 
This mechanism was designed to peg the Terra stablecoin 1:1 to the US Dollar but its failure caused a 
significant drop in Terra stablecoin’s value to below 10 cents.

The effects of this event spread across the market, with diminished investor sentiment resulting in 
decreased prices across the market. Market capitalisation fell by as much as US$800bn and Bitcoin 
capitalisation was down by some 40.65% from one year previously at one point, which, while not as 
large a drop as in April-May 20219, was still significant. Significant losses have occurred, and it is 
expected that this market adjustment will increase regulatory scrutiny of crypto assets generally, and 
stablecoins in particular, as a result.

https://medium.com/@kevin.mathews_11050/the-luna-eclipse-e2d7ac2af5dd
https://www.visualcapitalist.com/bitcoin-historical-corrections-from-all-time-highs/
http://coinmarketcap.com
http://www.coinmarketcap.com
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Risks include reputational issues arising from association with criminal activities, fraudulent offerings, 
anti-money laundering risk, and variable product quality. Despite these risks, investor appetite for the 
class remains undiminished with Pew research10 revealing in that 16% of Americans stating they have 
invested, traded, or used cryptocurrencies. Figures produced by Triple A11 for Ireland show 84,000 
people holding crypto (1.7%). See the table below for a comparative breakdown from the same source.

Country Total Population Adoption Rate Bitcoin Owners

United States 331,000,000 8.3% 27,473,000

United Kingdom 67,900,00 5.0% 3,395,000

France 65,300,00 3.3% 2,155,00

Germany 83,020,000 2.6% 2,160,000

A survey undertaken on behalf of, and published by, the Irish Competition and Consumer Protection 
Commission in September 2021 based on interviews with 1002 respondents, concluded that “1 in 10 
(11%) of those with investments were shown to hold some kind of crypto-asset or cryptocurrency, such 
as Bitcoin. This increases to 1 in 4 (25%) amongst those aged 25-34, making this the most popular 
age group for crypto-assets and cryptocurrencies.”

All 18-24 25-34 35-44 45-54 55-64 65+

Stocks & Shares 19% 13% 17% 19% 24% 21% 20%

Government or Corporate Bonds 12% 4% 7% 10% 12% 14% 21%

Investment funds 10% 3% 6% 10% 14% 13% 11%

Investment property 10% 4% 3% 7% 19% 12% 12%

Cryptocurrencies such as Bitcoin 8% 15% 18% 12% 6% 1% 1%

Other types of crypto-assets* 3% 3% 7% 5% 1% 0% 0%

Any investment 37% 27% 32% 33% 42% 39% 44%

On the industry side, Fidelity Digital Assets undertook a survey of 1,100 institutional investors in 
202114, and found that “Seven in 10 institutional investors expect to buy or invest in digital assets in 
the future, and more than 90% of those interested in digital assets expect to have an allocation in their 
institution’s or clients’ portfolios within the next five years.”

 

10. https://www.pewresearch.org/fact-tank/2021/11/11/16-of-americans-say-they-have-ever-invested-in-traded-or-used-cryptocurrency/
11. https://triple-a.io/crypto-ownership/#:~:text=As%20of%202021%2C%20we%20estimated,are%20already%20accepting%20cryptocurrency%20payments
12. https://triple-a.io/white-paper-cryptocurrency-adoption-across-europe-and-america-2021/
13. https://www.ccpc.ie/consumers/2021/09/16/ccpc-research-consumers-are-going-digital-with-investments-as-majority-invest-online/
14. https://www.fidelitydigitalassets.com/bin-public/060_www_fidelity_com/documents/FDAS/digital-asset-survey-2021.pdf

12
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https://www.pewresearch.org/fact-tank/2021/11/11/16-of-americans-say-they-have-ever-invested-in-traded-or-used-cryptocurrency/
https://triple-a.io/crypto-ownership/#
https://triple-a.io/white-paper-cryptocurrency-adoption-across-europe-and-america-2021/
https://www.ccpc.ie/consumers/2021/09/16/ccpc-research-consumers-are-going-digital-with-investments-as-majority-invest-online/
https://www.fidelitydigitalassets.com/bin-public/060_www_fidelity_com/documents/FDAS/digital-asset-survey-2021.pdf
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Satisfying Investor Demand – How Investors Gain Exposure to Crypto Assets
The growth of investor interest in crypto assets, which is described above, has led to a significant and 
immediate demand for better, safer, and more efficient ways to gain exposure to crypto assets. While 
acknowledging the demand and technical innovation potential of this emerging asset class, financial 
regulators have been cautious to date in their approach to crypto assets. Financial regulators are, 
rightly, seeking significant assurance from financial service providers, that appropriate safeguards are 
in place to protect investors from the risks associated with this immature class. 

Local, regional, and global regulators and standards bodies are seeking to balance the need to identify 
and mitigate risks with the need to allow investors and the market to exploit the considerable innovation 
opportunities presented by crypto assets and emerging technologies. Details of some of the international 
regulatory developments in relation to crypto assets are set out in Appendix III. For example, Germany 
has been particularly active in digital asset regulation. This affords Ireland the opportunity to learn from 
the approaches being taken, and the experience being gained, in other jurisdictions and refine it as 
necessary. This is leading towards the regulation of the emerging ecosystems and expansion of existing 
regulatory and legislative frameworks for established actors in the financial services market. The Markets 
in Crypto Assets Regulation (MiCA) is an example of this (see box below). 

MARKETS IN CRYPTO ASSETS REGULATION

 The EU is working towards “a common approach with Member States on cryptocurrencies 
to ensure we understand how to make the most of the opportunities they create and address 
the new risks they may pose”. To that end, the Commission and the Council jointly declared 
in December 2019, that they “are committed to put in place a framework that will harness 
the potential opportunities that some crypto-assets may offer”. 

A decision to enter into negotiations with EU governments, on the final shape of EU’s 
Markets in Crypto Assets (MiCA) regulations bill, was adopted with 33 votes to 25 on the 
14th of March 2022.

The MiCA proposal has 4 principal objectives as follows:

• Legal certainty

 – Establish a sound legal framework.

 –  Clearly define the regulatory treatment of crypto-assets, that are not covered by 
existing financial services legislation.

• Support innovation

 – a safe and proportionate framework to support innovation and fair competition. 

• Instil appropriate levels of consumer and investor protection and market integrity

 – Provide legislative cover.

• Financial stability 

Finalisation of the legislation is expected to complete in late 2022 and come into effect in 
EU member states by 2024. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0593
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While the introduction of MiCA is a welcome development, Irish Funds believes that there are 
significant downsides domestically to adopting a ‘wait and see’ approach to crypto assets pending 
MiCA’s implementation. Investor demand for crypto assets exists now and is being satisfied now. Market 
participants, including traditional financial services providers, are developing, and launching solutions 
to meet this investor demand now. Stakeholders who wait until MiCA is implemented in 3 or 4 years’ 
time to act will be too late – bearing in mind that 3 to 4 years in the traditional finance world translates 
into about 10 years in the technology/crypto assets world, given their rapid pace of development. 

The emergence of, and growing interest in, crypto assets has led to a number of proposals and 
discussion documents circulated by Central Banks and national securities regulators (e.g., PRA, FCA15, 
CSSF16, BAFIN17), the EU and international standards organisations (e.g., Bank for International 
Settlements18, Standards Board for Alternative Investments19, International Monetary Fund20, Financial 
Stability Board21). The general thrust of all their materials is to note the opportunities afforded, but to 
caution that the risks associated with crypto assets suggest they are more suitable for sophisticated 
investors, rather than for general exposure for retail investors, while the appropriate supervisory 
regimes, products offered, and the corresponding service infrastructures mature.

Notwithstanding the risks involved and the uneven nature of approach to crypto assets across 
jurisdictions, investors continue to invest in crypto assets. Therefore, it is interesting to understand at a 
high level how these investors gain exposure to crypto assets currently.

• Retail investors accessing crypto assets.

For retail investors, gaining direct access to the huge range of crypto assets is relatively simple, as 
there are a variety of exchanges and trading platforms offering participation through direct purchases of 
tokens. There are a number of reasons why, notwithstanding the risks, retail investors are attracted to 
crypto assets including: 

 –  Diversification – Based on the relatively short time the crypto asset market has existed and 
consequentially the limited performance data available, price movements for Group 2 crypto 
assets (as classified below) do not appear to correlate to other assets such as stocks, bonds and 
commodities. 

 –  Returns – While prices can fluctuate wildly, nonetheless returns can be impressive. Figures below 
from the World Economic Forum are for 2021 (which was regarded as a disappointing year for 
Bitcoin when compared with the returns of Etherium) show the 2021 returns for 10 different 
crypto assets. We note that a one-year timeframe does not represent an “investment” holding 
period and provide the figures below simply to illustrate the types of returns which are attracting 
attention and investment from investors.

15. https://www.fca.org.uk/publication/consultation/cp22-2.pdf
16. FAQ_Virtual_Assets_UCI.pdf (cssf.lu)
17. BaFin - Virtual Currency
18. Discussion paper - Designing a prudential treatment for crypto-assets (bis.org)
19. Crypto Assets (sbai.org)
20. https://blogs.imf.org/2021/10/01/crypto-boom-poses-new-challenges-to-financial-stability/
21. https://www.fsb.org/2022/02/assessment-of-risks-to-financial-stability-from-crypto-assets/

https://www.fca.org.uk/publication/consultation/cp22-2.pdf
https://www.cssf.lu/wp-content/uploads/FAQ_Virtual_Assets_UCI.pdf
https://www.bafin.de/EN/Aufsicht/FinTech/VirtualCurrency/virtual_currency_node_en.html
https://www.bis.org/bcbs/publ/d490.pdf
https://www.sbai.org/toolbox/crypto-assets.html
https://blogs.imf.org/2021/10/01/crypto-boom-poses-new-challenges-to-financial-stability/
https://www.fsb.org/2022/02/assessment-of-risks-to-financial-stability-from-crypto-assets/
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 –  Utility – Investors typically convert stakes initially from fiat currency to a “base” crypto currency 
holding such as Bitcoin, Ether, or a stable coin to facilitate speedy access to gain exposure to 
other coins or “projects”, derivatives, allied programmes such as defi (decentralised finance) 
arrangements, staking (bidding to be a validator on proof of stake networks for reward), lending, 
or borrowing.

• Institutional investors accessing crypto assets.

Institutional investors can access crypto assets, both directly and indirectly, through a number of 
routes. At a high level, there are three means available to institutional investors to achieve exposure to 
crypto assets as follows:

 • Venture capital or equity investments in crypto asset ecosystem firms. 

  –  In 2021, some €17bn of institutional money flowed into crypto promoters, miners, 
exchanges, and service firms, including depositaries and administrators looking to facilitate 
the institutional market.23 In recognition of the need to develop crypto asset investment 
infrastructure, institutional investors have invested in crypto exchanges with several large 
institutional investors buying into the publicly listed Coinbase and others pre-IPO, such 
as Zodia, FTX and Gemini. All of these firms are seeking to build out crypto asset-related 
products and services for the institutional sector.

  –  A number of providers of Exchange-Traded Funds or Exchange-Traded Products, such as 
BlackRock and Fidelity, are offering products tracking indices composed of firms involved in 
the development, innovation, and utilisation of blockchain and crypto technologies.24 

• Taking a stake in derivatives, hedge funds or other investment funds which hold crypto assets. 

 –  While the bar to entry for direct investment remains high in most jurisdictions, there are an 
increasing number of indirect offerings available to qualified investors.

 –  Indirect exposure shifts risk from the crypto assets themselves to the counterparty, and may 
also serve to address or circumvent regulatory, operational, audit, and taxation challenges and 
concerns.

22. https://www.weforum.org/agenda/2022/01/top-cryptocurrencies-performance-2021
23. https://www.forbes.com/sites/lawrencewintermeyer/2021/08/12/institutional-money-is-pouring-into-the-crypto-market-and-its-only-going-to-grow/?sh=1730c1001459
24. https://www.blackrock.com/ae/intermediaries/products/326614/ishares-blockchain-and-tech-etf
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BACKGROUND

 –  Established and emergent brokers and asset managers are offering a variety of instruments 
providing indirect exposure such as futures contracts (as seen in the QIAIFs recently approved by 
the Central Bank), digital asset based mutual funds, exchange traded products tracking indices 
and holding baskets of crypto assets, and other derivatives. However, fees or total expense ratios 
(TERs) can be expensive which can dilute the attractiveness of these options depending on the 
level of exposure sought.

 –  A number of publicly listed companies which hold crypto assets on their balance sheet – 
Coinbase, PayPal or Tesla for example.25

• Directly holding crypto assets.

 –  In contrast to retail investors, direct access for institutional investors to the asset class can be 
operationally challenging because of issues such as self-custody, AML, valuations and the 24/7, 
always on, nature of the crypto asset marketplace.

 –  Bitcoin is available through crypto exchanges or specialist brokers but custody risks exist, and 
enhanced counterparty diligence and new operational and execution process requirements will be 
required.

Possibilities for Blockchain for financial regulators’ oversight purposes
There are undoubtedly risks associated with investing in crypto assets which are understandably 
receiving a lot of attention from financial regulators and market participants. A number of these risks 
are explored in this White Paper. But while there are risks, it is also important to bear in mind that 
there are possibilities from a regulator’s perspective too. For example, the nature of the blockchain 
means that transactions are immutably captured and transparent to all nodes. This means that, while 
there is no long historical data set in equivalent format, the availability and detail of all transactions 
are readily available, albeit spread across multiple sources. Thus, blockchain offers the possibility to 
capture and analyse aggregated data to assess financial stability risk, including interconnectedness, 
leverage, and liquidity. Given that studying and understanding the threats posed to financial stability 
is an increasingly important part of financial regulators’ mandates, blockchain data could become an 
important data source to support this analysis as this technology matures and becomes more prevalent.

In 2016, representatives from Irish Funds’ Fintech Working Group built a blockchain-based regulatory 
reporting platform, ‘RegChain’, in conjunction with the Deloitte EMEA Blockchain lab in Dublin. It ran 
a successful proof of concept demonstrating that DLT technologies could act as a secure store of data, 
improve data quality and integrity, and increase efficiency surrounding the regulatory reporting process 
through the application of smart contract capability26. 

We also note the recent launch of the EU Digital Finance Platform and the increasing work of the 
European Forum of Innovation Facilitators (EFIF), which ESMA are strong advocates of, and which 
enables National Competent Authorities to discuss common approaches on the regulatory treatment of 
innovative products and services 27. 

25. https://www.bridgewater.com/research-and-insights/the-evolution-of-institutional-investors-exposure-to-cryptocurrencies-and-blockchain-technologies
26. https://files.irishfunds.ie/1488968245-Regulatory-Reporting-Blockchain-POC-Factsheet..pdf
27. https://www.esma.europa.eu/sites/default/files/library/esma50-164-5749_speech_verena_ross_launch_of_the_eu_digital_finance_platfrom.pdf

https://www.bridgewater.com/research-and-insights/the-evolution-of-institutional-investors-exposure-to-cryptocurrencies-and-blockchain-technologies
https://files.irishfunds.ie/1488968245-Regulatory-Reporting-Blockchain-POC-Factsheet..pdf
https://www.esma.europa.eu/sites/default/files/library/esma50-164-5749_speech_verena_ross_launch_of_the_eu_digital_finance_platfrom.pdf
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THE OPPORTUNITY FOR REGULATED CRYPTO ASSET FUNDS

Traditional financial services providers are not standing still, however. Many, such as banks and asset 
managers, are concerned that failing to accelerate their investments in crypto asset products and 
services will see them fall behind both emerging crypto promoters and established competitors. These 
firms – particularly in the US – are investing accordingly.

 
 

The current infrastructural and operational risks (e.g., safe custody) regarding investing in crypto 
assets and the current absence of an effective solution, affords an opportunity to the investment funds 
industry. Many of the features which crypto asset investors are seeking – professional asset management, 
safeguarding of assets, independent valuation, ease of dealing, portfolio diversification, regulatory 
oversight – are inherent and second nature to regulated investment funds. If regulated investment funds 
can design and develop risk and operational frameworks that manage these risks effectively, they can offer 
investors a safer method for gaining exposure to crypto assets. This will be of huge interest to investors 
and investment fund providers and substantially address the concerns of regulators. 

As one of the world’s leading centres for regulated investment funds and as the home to European 
headquarters for all the “big tech” leaders in technical services, Ireland has a unique, and perhaps 

There undoubtedly exists a gap at the moment between the 
desire amongst investors to gain exposure to crypto assets in a 
more efficient and risk-managed way, and the ability of regulated 
financial services providers to create investment products and 
service offerings to meet this demand.

28

28. https://www.whitesight.net/

https://www.whitesight.net/
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generational, opportunity to become the market leader in the regulation, management, and operation 
of crypto asset funds in a responsible and investor centric way. Determining how an Irish authorised 
fund can feasibly solve the problems currently associated with investing in crypto assets will require all 
stakeholders to come together to learn, understand, and problem-solve. Indeed, some steps have been 
taken along this path with the Irish Funds announcement, on 31 March 2022, that the Central Bank 
of Ireland (Central Bank) had approved in principle a Qualifying Investor Alternative Investment Fund 
(QIAIF) with a low level of exposure to cash settled Bitcoin futures traded on the Chicago Mercantile 
Exchange (CME). This was the first type of crypto exposure, indirect or otherwise, approved for an Irish 
regulated investment fund.

Furthermore, it is natural that industry stakeholders will explore the opportunities afforded by DLT/
blockchain technologies and smart contracts to bring new products to market, open new distribution 
channels, and address operational challenges to speed up settlement, improve liquidity, and deliver 
better transparency to the market. Industry will need to work closely with financial regulators to identify 
the risks associated with these developments and establish mitigants and appropriate frameworks to 
support and inform appropriate regulation and supervision accordingly.

Numerous use cases exist, from preliminary proofs of concept to the full implementation of enterprise 
level transformation projects, examples include addressing the issuing of digital securities for 
traditional assets, fractionalisation of illiquid assets, COAC automation, TA register disintermediation, 
post-trade processing, payments and settlements, KYC processing, regulatory reporting, etc.

DLT operating environments and protocols are generally identified as either “permissionless” or 
“permissioned” blockchain ecosystems. The vast majority of crypto currencies run on the former which 
are regarded as zero trust environments where anyone can join, there is no central governance, and 
transactions and holdings are validated by the network as a whole on a consensus basis. Permissioned 
chains are centrally administered and, as the name suggests, mean validation of users can occur “off 
chain” which lessens the burden of proof, consequential processing effort on the chain, and facilitates 
centralised registration etc. Use cases include government, financial market infrastructure providers, 
and financial institutions managing and transferring digital asset tokens, digitally native securities, 
settlement coins and central bank digital currencies. This paper does not focus on these technological 
distinctions in any greater detail but note that the potential for operational efficiencies through 
the leverage of permissioned chains are many and a growing number of institutions, consortia and 
businesses are devoting resources to explore them.
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What are Crypto Assets?
A starting point for consideration of Crypto Asset Funds is to specify what crypto assets are. However, 
one of the challenges with this fast-moving emergent asset class is that there is currently no standard 
taxonomy for the growing variety of “instruments” becoming available. As a consequence, descriptive 
language can be open to a variety of interpretations and meaning. For example, crypto currencies are 
not necessarily (or generally) currencies and stablecoins may or may not prove to be “stable”. 

This White Paper will focus on crypto assets, the term used by EU and defined in the draft EU 
Markets in Crypto Assets Regulation (“MiCA”) as “a digital representation of value or rights, which 
may be transferred and stored electronically, using distributed ledger or similar technology”29. MiCA 
defines different types of crypto assets such as asset-referenced tokens, electronic money tokens and 
utility tokens. 

The Basel Committee on Banking Supervision takes a slightly different approach and proposes 
categorising crypto-assets for prudential treatment purposes under three headings as follows:

 • Group 1a: Tokenised traditional assets.

 • Group 1b: Crypto Assets with stabilisation mechanisms.

 • Group 2: Crypto assets which do not qualify as group 1 – e.g., Bitcoin.

Group 1a: Tokenised traditional assets

The digitalisation of traditional assets offers significant opportunity to deliver operational efficiencies, 
reduced costs to the investor, pre/post trade transparency and traceability, and faster settlement and 
clearance. 

The term ‘tokenisation’ is used to describe the process of converting ownership rights to an asset 
to a digital representation stored on a blockchain, which can then be segmented and subsequently 
traded. Conceptually, a token could represent any asset type - a piece of art, real estate, or an 
airplane lease for example. 

Fractionising ownership can serve to broaden the market for illiquid assets and offers smaller investors 
the opportunity to get exposure to otherwise difficult to access asset classes. Furthermore, trading, 
settlement and clearing can be executed in real time through the leverage of technology and smart 
contracts, thus supporting better transparency in pricing and liquidity to the market.

From a regulated entity’s perspective, there are a number of practical operational challenges that 
arise with tokenisation such as the need for due diligence, provenance checks, AML processes, and 
interoperability with DLT to acquire adequate data at scale. The ecosystem is evolving with emergent 
players offering a range of services to bridge these gaps.

In the meantime, a burgeoning market for NFTs of virtual “art”, such as Bored Ape GIFs, are 
commanding significant prices. Reuters reported sales of NFTs reached some $25bn in 202130. It is 
argued that NFTs can be used as a means for artists to better control their creations and consequent 
income, but the NFT marketplace is still very immature and has proven in some instances to be risky, 
prone to hype, and has seen a number of scams, plagiarism, ownership disputes, and security issues.31 

The risk profile of tokenised traditional assets falls under the general principal of “same business, 
same risks, same rules’” – in essence, regulators operate a ‘technology-neutral’ approach, meaning 

29. Article 3(1)(b)
30. https://www.reuters.com/markets/europe/nft-sales-hit-25-billion-2021-growth-shows-signs-slowing-2022-01-10/
31. https://www.theguardian.com/global/2022/jan/29/huge-mess-of-theft-artists-sound-alarm-theft-nfts-proliferates

https://www.reuters.com/markets/europe/nft-sales-hit-25-billion-2021-growth-shows-signs-slowing-2022-01-10/
https://www.theguardian.com/global/2022/jan/29/huge-mess-of-theft-artists-sound-alarm-theft-nfts-proliferates
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that they subject products and services involving crypto assets to the same regulatory framework as 
traditional products and services. The existing risk frameworks should address the core risks of anti-
money laundering (AML), market risk, issuer risk, liquidity risk, etc. However custodial, operational and 
security due diligence and corresponding risk management responses may require additional steps to 
respond to emerging risk factors. This is considered further below. Valuations for these asset types are 
based on the underlying assets, for which a mature market, risk frameworks and controls already exist.

Distributed ledger technology (DLT) has already been successfully used for dealing in tokenised 
traditional assets. For example, in December 2021, AXA Investment Managers announced that it had 
purchased €3m of unsecured bonds issued by the European Investment Bank in the form of security 
tokens on the public blockchain Ethereum from Societe Generale.32 

Some firms have also successfully issued tokens to replace existing shareholdings. The Swiss entity Mt 
Pelerin Group SA was one of the first companies to issue all of its shares in tokenized form as Ethereum 
tokens.33 In the foreign exchange market, HSBC and Wells Fargo announced the first interbank 
payment vs payment settlement outside of CLS using DLT technologies.34 State Street Corporation, 
in collaboration with Vanguard and Symbiont, have completed the margin calculation process for a 
live trade of a 30-day foreign exchange forward contract through the use of Assembly, Symbiont’s 
distributed ledger technology.35 

Group 1b: Crypto Assets with stabilisation mechanisms

Stablecoins are crypto assets that aim to reduce price volatility, through tethering their value through 
mechanisms designed to better align with traditional assets and regulated payment systems. 

Stablecoins have developed in response to the desire to exploit the flexibility, settlement speed, cross 
border payments, and potential for technological innovation of cryptocurrencies such as Bitcoin or 
Ether. The means by which stability is achieved can vary from algorithms to the holding of underlying 
assets typically designed to peg to an existing traditional asset class (e.g., gold) or fiat currency, 
normally USD. 

Use cases for stablecoins include: 

 • Intermediary payment systems on crypto exchanges

 • Utility coins to support intra bank processes

 •  Payments (in competition with current providers). For example, Stripe announced, on 22 April 
2022, that it will start offering merchants the ability to pay their users in cryptocurrency through 
the stablecoin USDC.36 etc.

It is also worth noting that a number of countries are looking at the potential offered by Central Bank 
issued Digital Currencies (CBDCs) for digital fiat issuance through various models. No internationally 
recognised standard definition exists yet of what the essential characteristics of a CBDC will be and 
it remains unclear whether they will fall under the category of crypto assets. For example, CBDCs 
could be created and managed by means other than DLT, proof of work, or proof of stake protocols. 
Various approaches are being explored by over 80 countries. China has the distinction of having issued 
the digital RMB in April 2021, for public testing and three countries (Nigeria, Bahamas & Eastern 
Caribbean37) have launched CBDCs. In Europe, in a speech on 16 May 2022, Fabio Panetta, Member 

32. https://www.axa-im.com/media-centre/axa-im-completes-its-first-market-transaction-registered-blockchain-technology-societe
33. https://assets.ey.com/content/dam/ey-sites/ey-com/en_ch/topics/blockchain/ey-tokenization-of-assets-broschure-final.pdf
34. https://www.finextra.com/newsarticle/39392/hsbc-and-wells-fargo-achieve-pvp-settlement-finality-with-dlt
35.  https://investors.statestreet.com/investor-news-events/press-releases/news-details/2021/State-Street-Digital-Vanguard-and-Symbiont-Complete-First-Live-Trade-

for-Foreign-Exchange-Forward-Contracts-Leveraging-Revolutionary-Blockchain-Technology-and-Smart-Contracts/default.aspx
36. https://www.cnbc.com/2022/04/22/stripe-launches-crypto-payments-feature-with-twitter-as-first-client.html 
37. Antigua and Barbuda, St. Kitts and Nevis, Monserrat, Dominica, Saint Lucia, St. Vincent and the Grenadines, Grenada

https://www.axa-im.com/media-centre/axa-im-completes-its-first-market-transaction-registered-blockchain-technology-societe
https://assets.ey.com/content/dam/ey-sites/ey-com/en_ch/topics/blockchain/ey-tokenization-of-assets-broschure-final.pdf
https://www.finextra.com/newsarticle/39392/hsbc-and-wells-fargo-achieve-pvp-settlement-finality-with-dlt
https://investors.statestreet.com/investor-news-events/press-releases/news-details/2021/State-Street-Digital-Vanguard-and-Symbiont-Complete-First-Live-Trade-for-Foreign-Exchange-Forward-Contracts-Leveraging-Revolutionary-Blockchain-Technology-and-Smart-Contracts/default.aspx
https://investors.statestreet.com/investor-news-events/press-releases/news-details/2021/State-Street-Digital-Vanguard-and-Symbiont-Complete-First-Live-Trade-for-Foreign-Exchange-Forward-Contracts-Leveraging-Revolutionary-Blockchain-Technology-and-Smart-Contracts/default.aspx
https://www.cnbc.com/2022/04/22/stripe-launches-crypto-payments-feature-with-twitter-as-first-client.html
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of the Executive Board of the European Central Bank, advised that at the end of 2023 the ECB “could 
decide to start a realisation phase to develop and test the appropriate technical solutions and business 
arrangements necessary to provide a digital euro. This phase could take three years.”38

Transparency of the mechanism used for stabilisation purposes is extremely important to ensure that 
the stablecoin can deliver the expected level of stability. Transparency can be found lacking, however, 
and there have been a number of scandals, for example Tether.39

In a speech by Fabio Panetta, Member of the Executive Board of the European Central Bank, at 
Columbia University on 25 April 2022, he described stable coins as “low-risk but not riskless, and 
cannot guarantee redeemability at par at any time. They do not benefit from deposit insurance, nor do 
they have access to central bank standing facilities. They are therefore vulnerable to runs. They are 
often purely speculative assets, exposed to high financial and operational risks: research finds that one-
third of stablecoins launched in recent years have not survived.”40 

Tether

 On 15 October 2021, The Commodity Futures Trading Commission (CFTC) issued an order 
simultaneously filing and settling charges against Tether Holdings Limited, Tether Limited, 
Tether Operations Limited, and Tether International Limited (together, Tether) for making 
untrue or misleading statements and omissions of material fact in connection with the U.S. 
dollar tether token (USDT) stablecoin from “June 1, 2016, to February 25, 2019”. The 
order required Tether to pay a civil monetary penalty of $41 million and to cease and desist 
from any further violations of the Commodity Exchange Act (CEA) and CFTC regulations.

The CFTC stated,

  “Tether held sufficient fiat reserves in its accounts to back USDT tether tokens in 
circulation for only 27.6% of the days in a 26-month sample time period from 2016 
through 2018. The order also finds that, instead of holding all USDT token reserves in 
U.S. dollars as represented, Tether relied upon unregulated entities and certain third-
parties to hold funds comprising the reserves; comingled reserve funds with Bitfinex’s 
operational and customer funds; and held reserves in non-fiat financial products. The 
order further finds that Tether and Bitfinex’s combined assets included funds held by 
third-parties, including at least 29 arrangements that were not documented through 
any agreement or contract, and that Tether transferred Tether reserve funds to Bitfinex, 
including when Bitfinex needed help responding to a “liquidity crisis.””

An affiliated exchange, Bitfinex, was also fined US$1.5 million in connection with this matter.

Tether remains a popular stablecoin, usually ranking third in global market capitalisation 
with around US$80bn in circulation. 

38. https://www.ecb.europa.eu/press/key/date/2022/html/ecb.sp220516~454821f0e3.en.html
39. https://www.cftc.gov/PressRoom/PressReleases/8450-21; https://www.ft.com/content/0035016c-29ad-4e6f-9163-2a17df490aa5
40. https://www.ecb.europa.eu/press/key/date/2022/html/ecb.sp220425~6436006db0.en.html

https://www.ecb.europa.eu/press/key/date/2022/html/ecb.sp220516~454821f0e3.en.html
https://www.cftc.gov/PressRoom/PressReleases/8450-21
https://www.ft.com/content/0035016c-29ad-4e6f-9163-2a17df490aa5
https://www.ecb.europa.eu/press/key/date/2022/html/ecb.sp220425~6436006db0.en.html


20

Group 2: Crypto assets which do not qualify as group 1 – e.g., Bitcoin

Varyingly described as ‘crypto currency’, ‘crypto coins’, or just ‘crypto’, these assets are designed to 
function as a digital medium of exchange across networks where units are secured by cryptography and 
transactions verified on a consensus basis through a variety of means.

The nomenclature can be confusing. Currency is normally understood to fulfil 3 functions as observed 
by the Central Bank41 below:

Transaction validations are undertaken on networks through a system known as “proof of work” in the 
case of Bitcoin and “proof of stake”, which has been gaining traction with emerging coins and to which 
Etherium plans to migrate to in 2022.

Originally developed as a means to address the problem of spam email, proof of work is a 
cryptographically driven tamper-proofing methodology which offers significant levels of security through 
generating hashes which cannot be interfered with to immutably capture transactions. A valid hash is 
required to add a block to the chain capturing a transaction and the production of these is known as 
mining, which is an energy intensive and time-consuming process for which miners are rewarded. 

Bitcoins are currently mined at about a rate of 900 per day or one every 10 minutes. Production will 
cease once the number of coins in circulation is 21 million. At the time of writing, there are over 19 
million Bitcoin in existence. 

Proof of stake has gained traction as a less energy intensive means of establishing consensus for 
crypto currencies on the blockchain, whereby coin holders offer collateral for the opportunity to 
validate transactions and earn rewards. Randomised selection of validators eliminates the competitive 
environment leveraged in proof of work and shares validation tasks across the network. Thus, it reduces 
effort and improves the scale and speed of transaction processing.

CRYPTO ASSET FUNDS – SOME CONSIDERATIONS

41. https://www.centralbank.ie/consumer-hub/explainers/what-are-cryptocurrencies-like-bitcoin

Store of value
To be a store of value, a currency should be stable over time. Due to large price fluctuations, 
this is not the case for bitcoin.

Unit of account
A unit of account means that the money should allow us to easily form an understanding of 
the value of goods and services, and allow us to compare them to each other. The volatility of 
bitcoin makes it difficult to perceive it as a unit of account.

Medium of exchange
A medium of exchange means money should facilitate buyers and sellers to make 
transactions. In some ways, bitcoin fulfils this condition – as buyers and sellers can use it for 
some transactions. However, limitations such as slow transaction speeds, high transaction 
costs, as well as bitcoin’s unstable value make it difficult for it to properly function as a 
medium of exchange.

In general, bitcoin, and cryptocurrencies are more like very high-risk, speculative assets than 
a standard currency.

https://www.centralbank.ie/consumer-hub/explainers/what-are-cryptocurrencies-like-bitcoin
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Relevant Rules for Irish Authorised Investment Funds
It is worth considering the extent to which the current regulatory regime for Irish authorised investment 
funds could support the creation of Crypto Asset Funds or whether significant changes would be 
required. The regulatory regime applicable to sophisticated investors is the Qualifying Investor AIF, 
or QIAIFs, and its rules are set out primarily in the Central Bank’s AIF Rulebook and the AIFMD as 
transposed in Ireland. The regulatory regime for retail investors in Ireland consists of two types of 
investment products – Undertakings for Collective Investment in Transferable Securities (UCITS) and 
Retail Investor AIFs (RIAIFs). 

At a high level, the investor protection measures in place for Irish authorised investment funds make 
them potentially an attractive structuring option for products that invest in crypto assets. While the 
QIAIF regime, in particular, seems to be facilitative, the regimes for RIAIFs and UCITS may require 
some refinement and all three regimes contain a number of rules which will require particular 
consideration in the context of crypto asset investments. The table below illustrates, at a high level, 
some of the key requirements and the fund structures to which they are applicable.

UCITS RIAIF QIAIF

Eligible asset rules X

Investment restrictions X X

Minimum subscription limit X

Minimum dealing frequency X

Valuation requirements X X X

Conflicts of interest X X X

Remuneration policies X X X

Risk management systems X X X

Delegation provisions X X X

Depositary requirements X X X

There are some points of particular interest as follows:

•  QIAIFs are not subject to eligible assets rules or investment restrictions and investments in crypto 
assets are not restricted per se.43 RIAIFs are subject to investment restrictions in relation to 
investments in securities, cash, investment funds and financial derivative instruments (FDIs). Note, 
the AIF Rulebook does not specify what the underlyings of these FDIs must be so the underlyings 
could be, in theory, crypto assets. UCITS are subject to detailed eligible assets rules and investment 
restrictions. These limit UCITS’ investments to transferable securities, money market instruments, 
units of UCITS or UCITS-equivalent funds, deposits, and financial derivative instruments whose 
underlying is one of the foregoing, financial indices, interest rates, foreign exchange rates or 
currencies. 
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42. Minimum subscription limit of €100,000 applies to QIAIFs.
43.  Note that QIAIFs are subject to a maximum limit of 50% of net assets in any one unregulated investment fund. Note that section 1386(1)(a) of the Companies 

Act 2014 provides that investment companies have the aim of spreading investment risk.

42
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  Numerous financial regulators, including the European Supervisory Authorities44 and the Central 
Bank45, have made it very clear that they do not consider investment in crypto assets to be 
appropriate for retail investors, given the risks that exist currently. This situation should be kept 
under review given that investment funds, such as RIAIFs, have in-built investor protection features. 
An amendment to the RIAIF Chapter of the AIF Rulebook to include investment restrictions for 
direct investment in crypto assets would be required to facilitate this. The power to make this 
change rests with the Central Bank as the RIAIF regime is an Irish domestic regime. 

  Likewise, if in the future regulators considered that it was appropriate for retail investors to gain 
exposure to crypto assets through UCITS, the UCITS eligible assets rules and investment restrictions 
would need refinement or amendment to provide for direct and/or indirect investment in crypto assets. 
As UCITS is an EU-wide regime, such changes would require input at EU-level, including ESMA, and 
would entail amendments to both the UCITS Directive46 and the UCITS Eligible Assets Directive.47

•  While RIAIFs and UCITS do not have minimum subscription limits, QIAIFs must have a minimum 
subscription of at least €100,000 and are only eligible for investment by “qualifying investors”. 
These include investors who are professional investors under MiFID or who certify that they have 
“such knowledge of and experience in financial and business matters as would enable the investor 
to properly evaluate the merits and risks of the prospective investment”. For now, given the concerns 
raised by regulators that investments in crypto assets are not currently suitable for retail investors, 
the minimum subscription limit could make QIAIFs an appropriate vehicle, as this minimum 
subscription limit prevents retail investors from investing in QIAIFs.

•  While UCITS must deal at least fortnightly, RIAIFs and QIAIFs are not required to offer subscriptions 
or redemptions with any prescribed minimum frequency but the AIFMD requires alignment of the 
investment strategy, liquidity profile and redemption policy. This would give Crypto Asset Funds 
structured as RIAIFs or QIAIFs the flexibility to design a dealing framework (including being closed-
ended) that best fits the investment strategy they are pursing and the liquidity profile of the crypto 
assets into which they are investing. As a safeguard, AIFMs are required to employ appropriate 
liquidity management systems and adopt procedures which enable them to monitor the liquidity 
risk of the AIF and to ensure that the liquidity profile of the investments of the AIF complies with its 
underlying obligations. This includes the performance of liquidity stress tests.

Key Risks
In their joint statement warning consumers on the risks of crypto-assets, the ESAs identified and 
explained a number of the key risks. For completeness, these key risks are set out below. The 
section that follows sets out some thoughts on the actions, which Crypto Asset Funds and their fund 
management companies could consider, addressing these risks. It is acknowledged that some of these 
key risks, such as extreme market movements, cannot necessarily be removed through regulation. 
However, it is hoped that these thoughts could form a starting point for consideration by stakeholders 
on how Crypto Asset Funds could be organised and operated so that, where possible, key risks are 
managed and mitigated in an appropriate and effective manner. 

Key risks for consumers identified by the ESAs:

•  “Extreme price movements: many crypto-assets are subject to sudden and extreme price movements 
and are speculative, because their price often relies solely on consumer demand (i.e., there may be 
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44. https://www.esma.europa.eu/sites/default/files/library/esa_2022_15_joint_esas_warning_on_crypto-assets.pdf
45.  https://www.centralbank.ie/news/article/central-bank-warning-on-investing-in-crypto-assets-22-march-2022#:~:text=The%20Central%20Bank%20has%20

today,be%20suitable%20for%20retail%20customers.
46. Directive 2009/65/EC
47.  Commission Directive 2007/16/EC

https://www.esma.europa.eu/sites/default/files/library/esa_2022_15_joint_esas_warning_on_crypto-assets.pdf
https://www.centralbank.ie/news/article/central-bank-warning-on-investing-in-crypto-assets-22-march-2022#
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no backing assets or other tangible value). You may lose a large amount or even all of the money 
invested. The extreme price movements also mean that many crypto-assets are unsuitable as a store 
of value, and as a means of exchange or payment;

•  Misleading information: some crypto-assets and related products are aggressively advertised to the 
public, using marketing material and other information that may be unclear, incomplete, inaccurate 
or even purposefully misleading. For instance, advertisements via social media may be very short, 
with a focus on the potential gains but not the high risks involved. You should also beware of social 
media ‘influencers’ who typically have a financial incentive to market certain crypto-assets and 
related products and services and therefore may be biased in the communications they issue;

•  Absence of protection: the majority of crypto-assets and the selling of products or services in 
relation to crypto-assets are unregulated in the EU.48 In these cases you will not benefit from the 
rights and protections available to consumers for regulated financial services, such as complaints or 
recourse mechanisms;

•  Product complexity: some products providing exposure to crypto-assets are very complex, sometimes 
with features that can increase the magnitude of losses in case of adverse price movements. These 
products, given their complexity, are not suitable for many consumers;

•  Fraud and malicious activities: numerous fake crypto-assets and scams exist and you should be 
aware that their sole purpose is to deprive you of your money using different techniques, for example 
phishing;

•  Market manipulation, lack of price transparency and low liquidity: how certain cryptoassets prices 
are determined and the execution of transactions at exchanges is often not transparent. The holding 
of certain crypto-assets is also highly concentrated, which may impact prices or liquidity. You may 
therefore not get a fair price or treatment when buying or selling crypto-assets, or not be able to sell 
your crypto-assets as quickly as you would want in the absence of a potential buyer. Cases of market 
manipulation have been reported on multiple occasions; and

•  Hacks, operational risks and security issues: the distributed ledger technology underpinning crypto-
assets can bear specific risks. Several issuers and service providers for crypto-assets, including 
crypto exchanges and wallet providers, have experienced cyber-attacks and severe operational 
problems. Many consumers have lost their crypto-assets or suffered losses due to such hacks and 
disruptions or because they have lost the private keys providing access to their assets.”

While the above risks were described by the ESAs in the context of retail investors, they are also 
relevant for institutional investors. Institutional investors will also likely need to consider additional 
risks, such as liquidity risk. For example, per the table below, a Bridgewater report published in January 
2022, estimated Bitcoin to be 1.4% as liquid as US equities with a price volatility of 75%.49 
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48.  “Some Member States in the EU have implemented national rules to regulate certain crypto-assets and related products or services. In addition, providers of 
some types of crypto-asset services, including exchange services and custody services are required to be authorised or registered for the purposes of anti-money 
laundering and counter-terrorist financing. Please refer to the relevant competent authority for further details.”

49.  https://www.bridgewater.com/research-and-insights/the-evolution-of-institutional-investors-exposure-to-cryptocurrencies-and-blockchain-technologies

https://www.bridgewater.com/research-and-insights/the-evolution-of-institutional-investors-exposure-to-cryptocurrencies-and-blockchain-technologies
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Addressing Key Risks
On 24 March 2022, the UK Prudential Regulatory Authority published a ‘Dear CEO’ letter on existing or 
planned exposure to crypto assets. On the topic of ‘Strong Risk Controls’, the PRA stated,

  “Firms will likely need to adapt existing risk management strategies and risk management systems 
to suit the different risk profile of many crypto activities. In particular, financial, prudential, 
operational, and reputational frameworks may need adjustment to reflect crypto activity risks. For 
instance, some activities may require more frequent monitoring, greater uncertainty factored into 
modelling or valuation, or lower risk tolerance levels than might typically be applied. Firms may also 
need to rely to a greater extent on proxies, and make more material assumptions about relationships 
between differing exposures. Given these uncertainties, firms should also consider the use of stress 
tests to provide greater confidence that risks are being captured.”50 

The Central Bank of Ireland AIFMD Q&A of 10 September 202151 states:

  “Though crypto-assets do not all have uniform characteristics, the Central Bank has noted that 
they can present significant risks, including liquidity risk; credit risk; market risk; operational 
risk (including fraud and cyber risks); money laundering / terrorist financing risk; and legal and 
reputation risks.”

When considering how best to design a risk management framework which is appropriate for crypto 
assets, it is important to understand the difference in the risk culture of firms in the technology 
industry compared with the regulated financial services industry. One of the challenges facing 
prospective crypto asset product providers is balancing the essential stress between the technology-
world, where a “fail fast, learn often” ethos can prevail, and the traditional finance-world, where risk 
aversion and management are fundamental values. Thus, what the technology-world may perceive as 
learning events (such as smart contract code hacks, unscrupulous market manipulation, operational 
mishaps, and perceived illegal usages), the traditional finance-world perceives as significant failures. 
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50. https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/letter/2022/march/existing-or-planned-exposure-to-cryptoassets.pdf
51.  https://www.centralbank.ie/docs/default-source/regulation/industry-market-sectors/funds/aifs/guidance/qa/aifmd-q-a-41st-edition5be2f1134644629bacc1

ff0000269695.pdf?sfvrsn=0

https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/letter/2022/march/existing-or-planned-exposure-to-cryptoassets.pdf
https://www.centralbank.ie/docs/default-source/regulation/industry-market-sectors/funds/aifs/guidance/qa/aifmd-q-a-41st-edition5be2f1134644629bacc1ff0000269695.pdf?sfvrsn=0
https://www.centralbank.ie/docs/default-source/regulation/industry-market-sectors/funds/aifs/guidance/qa/aifmd-q-a-41st-edition5be2f1134644629bacc1ff0000269695.pdf?sfvrsn=0
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These learning events/significant failures serve to taint the reputation of DLT-based financial products 
and solutions and result in scepticism and extreme caution by regulatory authorities and traditional 
financial institutions.

Having understood this cultural difference, prospective crypto asset product providers must address the 
challenges brought about by the fragmented nature of the crypto asset market. Specifically, selecting 
and connecting with trading platforms, assimilating 24/7 trading and settlement cycles, tracking 
and assessing fair value across multiple “always on” exchanges in a volatile marketplace will require 
operational adjustments to capture and manage risk.

A number of firms are emerging to address these challenges through building “institutional grade” 
products and services either in partnership with more established institutions or through targeting them 
as customers. In addition to custody and derivative products, services offered include consolidated market 
data, reporting and analysis, pre and post trade support, connectivity, liquidity, and exchange access.

Investment Management Operational Due Diligence
Consistent with other regulatory authorities, the Central Bank’s current position is that it does not 
believe that crypto assets are suitable for retail investors. However, the Central Bank has acknowledged 
that crypto assets may be suitable for wholesale or professional investors, such as QIAIFs. Crypto 
assets might be suitable for these types of investors on the basis that they have robust risk operational 
due diligence (ODD) processes in place to assure that risks are monitored and managed accordingly 
in the same way as traditional asset class investments are scrutinised with regard to counterparties, 
valuations and conflicts of interest. However, such ODD processes need to be adjusted to take account 
of the specific risks associated with crypto assets which may not be present, or may not exist in the 
same way, as they do for traditional asset classes. The development of appropriate ODD processes is 
progressing and maturing in tandem with the ecosystem servicing institutional investors. For example, 
the Standards Board for Alternative Investments has published guidance on ‘Operational Due Diligence 
of Crypto Assets’.52

Key areas for consideration include:

 •  Valuation and asset verification.

 •  Conflicts of interest.

 •  Regulatory risk. 

Depositaries of Crypto Asset 
In accordance with the provisions of both the AIFMD and the UCITS Directive, a depositary is 
responsible for custodying the assets of an investment fund, overseeing the performance of the fund 
management company in line with its regulatory obligations and monitoring cashflows into and out of 
the investment fund. The depositary is liable for the return of assets held in custody and is liable in 
negligence of the loss of other assets. The depositary’s role, responsibilities and liability remain the 
same whatever the asset class held in custody, but additional mechanisms, security and expertise 
would be needed to effectively service Crypto Asset Funds.

As a result of this regulatory regime, depositaries must be able to offer comfort to investors, clients, and 
regulators that they have the appropriate controls, culture, and expertise to assure that an investment 
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52.  https://www.sbai.org/resource/operational-due-diligence-on-crypto-assets.html

https://www.sbai.org/resource/operational-due-diligence-on-crypto-assets.html
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fund’s assets are protected adequately and that all processes meet or exceed regulated standards. This 
has meant that the funds industry’s experience in custody of assets is a highly regulated, risk aware 
environment where procedures and outsourced, delegated activities are segregated, tightly controlled, 
and overseen. The unique selling point of having an independent, regulated depositary who will, inter 
alia, custody assets addresses risks of conflicts of interest where pricing, trading, execution, and 
custody functions are not adequately separated, which can be the case in the unregulated market. 
In the context of crypto assets, the use of a regulated depositary to custody crypto assets would offer 
significantly improved investor protection compared to unregulated wallet providers.

Some regulated depositaries have commenced providing custody services for crypto assets using various 
models, and it is anticipated that the number of service providers and type and breadth of service 
offering will develop as the ecosystem servicing institutional investors matures.53 

Operating models include seeking regulatory approval and engaging in partnerships through investment 
or alignment with significant institutional players. Examples include State Street’s collaboration with 
Copper to offer custody, trading a settlement services, BNP Paribas’ partnership with Digital Asset 
and Bank of New York Mellon’s investment in Fireblocks. These arrangements allow the emergent 
firms and their products to align with established depositaries who are trusted in the marketplace 
with well-established reputations for operational excellence, fitness and probity, risk management 
and compliance culture. These depositaries also have well founded practices and long histories of 
performing effective due diligence and oversight of sub-custodial arrangements for new instruments 
and their supporting technologies. Furthermore, the integration of crypto asset custodial services into 
existing asset management and administration offerings allows depositaries to offer a single interface 
for the management of all the asset classes in an investor or investment fund’s portfolio.

While crypto assets offer new challenges at a technical and execution level, broadly the “primary 
colours” of depositary due diligence considerations remain consistent:

 •  Operations models and SSOs

 •  External audit reviews

 •  Credit review

 •  Processes and Controls

 •  Systems resiliency

 •  Data privacy

 •  Cyber security

Other challenges for depositaries include addressing the 24/7, always on, nature of the crypto asset 
marketplace. This means that the depositary must ensure adequately qualified staff are in place to 
service investors on the same continuous basis. Similarly, the fast evolution of new products, services 
and corresponding risks means that depositaries must consider and oversee their talent, skills, and 
their capacity to respond to innovation and new market developments as they evolve.
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53.  https://www.bbh.com/us/en/insights/investor-services-insights/applying-sub-custody-to-digital-assets.html;
  https://www.northerntrust.com/netherlands/pr/2021/zodia-custody-receives-fca-registration; https://newsroom.statestreet.com/press-releases/press-release-

details/2022/State-Street-to-Develop-Digital-Custody-in-Collaboration-with-Copper.co/default.aspx

https://www.bbh.com/us/en/insights/investor-services-insights/applying-sub-custody-to-digital-assets.html
https://www.northerntrust.com/netherlands/pr/2021/zodia-custody-receives-fca-registration
https://newsroom.statestreet.com/press-releases/press-release-details/2022/State-Street-to-Develop-Digital-Custody-in-Collaboration-with-Copper.co/default.aspx
https://newsroom.statestreet.com/press-releases/press-release-details/2022/State-Street-to-Develop-Digital-Custody-in-Collaboration-with-Copper.co/default.aspx
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Security and Safekeeping 
The virtual nature of crypto assets demands specific security arrangements appropriate to the asset 
class. Specialised systems are required to manage the highly encrypted keys which are used to convey 
and validate ownership of crypto assets on the blockchain network. Transactions are managed through 
the use of these highly encrypted keys which are 256-bit numbers hexadecimally encoded to 64 
alphanumerical characters, which prove asset ownership. These keys are fundamental to transactions 
and crypto assets cannot move without them. Furthermore, the immutable nature of transactions on 
the blockchain means that asset recovery in the event of successful criminal or fraudulent activity, 
while not impossible, can be very difficult to achieve. Consequentially specialised expertise in the 
fields of DLT, cyber security, and cryptology must be deployed to assure investors’ keys and records are 
adequately protected.

The SBAI state the depositary’s role is to “store the private key (password) that controls the ability to 
transfer the asset to other people” and that “key custodial functions are the secure creation of the 
public-private key pairing and storing the private key in a secure way.” 54

The SBAI standards for Custodian Security Standards are laid out as follows:

Controls to assure security for crypto assets held in Crypto Asset Funds include:

 •  Controls to assure transfers conform with FATF Recommendation 16 (Travel Rule) adherence 
whereby depositaries obtain and exchange originator and beneficiary information before execution 
(and make available to the appropriate authorities upon demand).

 •  Wallets must be ring-fenced from insolvency of the depositary or other clients or creditors of the 
depositary and protected from claims against them and processes in place to assure Crypto Asset 
Funds that they have access to keys so assets can be moved in the event of insolvency.

 •  Execution of transfers should be controlled whereby no individual has sole authority to execute a 
transfer instruction and entitlement should segregated appropriately.
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54.  https://www.sbai.org/toolbox/crypto-assets.html

https://www.sbai.org/toolbox/crypto-assets.html
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 •  Insurance protection should be put in place to protect the Crypto Asset Fund against cyber 
incidences, or liabilities arising from service failure. 

 •  It is probably reasonable to expect that depositaries of crypto assets would be able to 
demonstrate some expertise in the area. For example, some entities in the market offering 
institutional grade custody of crypto assets currently are certified and audited as exceeding 
internationally accredited standards such as CCSS55, ISO 2700156 57 (information security 
management system) or FIPS 140-258 (Security Requirements for Cryptographic Modules).

 •  From an infrastructural perspective, risk segmentation is important. This is typically achieved 
through deployment of a combination of online wallets and “cold storage” - offline vaults 
for maximum security. This is usually deployed to assure a suitable blend of assuring ready 
availability of crypto assets for redemption with the additional protection offline solutions. The 
precise blend will depend on an investor’s preferences and profile.

 •  That crypto assets can be the subject of legal title or owned has been accepted in principle 
in common law jurisdictions. Crypto Asset Funds will expect that clear legal domicile for 
crypto assets is established and that recognition of rights of ownership which are capable of 
enforcement against third parties exists. 

   The Law Society of Ireland,59 in an article promoting the elimination of regulatory uncertainty for 
crypto assets, identified a number of areas where some legislative amendment may be required 
as follows:

  – The Prospectus Regulation (for issuance of crypto-assets),

  – The Central Depositories Regulation (for custody services),

  –  The European Market Infrastructure Regulation and the Settlement Finality Directive (both for 
post-trade activities relating to security tokens),

  – The Deposit Guarantee Scheme Directive (if crypto-assets are characterised as ‘deposits’),

  –  The Market Abuse Regulation (market abuse around insider dealing, unlawful disclosures of 
inside information, and market manipulation),

  – The Short Selling Regulation (selling securities),

  – The Financial Collateral Directive (for the reduction of credit exposure), and

  –  The Alternative Investment Fund Managers Directive and the Undertakings for Collective 
Investment in Transferable Securities (for those crypto-assets that do not qualify as financial 
instruments, but fall under ‘other assets’).

Taxonomies for the many manifestations of crypto assets are currently vague and it is universally 
acknowledged that global standards are desirable both to assure appropriate regulatory oversight of 
this emerging asset class and to contribute to its adoption so that the benefits can be reaped. This 
would help in removing confusion that can arise currently. For example, the EU Commission in its 
2019 consultation document60 notes that crypto assets may be characterised and qualify as a ‘financial 
instrument’ under the Markets in Financial Instruments Directive II (MiFID II) or as ‘e-money’ under 
the E-Money Directive II (EMD2). Therefore, it appears that it is possible that some crypto assets 
qualify as the former and others as the latter. It would be beneficial if the Central Bank took an active 
role in any initiatives at a European Union or international level to devise a taxonomy of crypto assets. 
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55. https://www2.deloitte.com/mt/en/pages/technology/articles/mt-article-cryptocurrency-security-standard-CCSS.html
56.  https://www.itgovernance.eu/en-ie/iso-27001-ie
57. https://www.iso.org/isoiec-27001-information-security.html
58.  https://csrc.nist.gov/publications/detail/fips/140/2/final is there an EU equivalent?
59.  https://www.lawsociety.ie/gazette/in-depth/crypto-assets 
60.  https://ec.europa.eu/info/sites/default/files/business_economy_euro/banking_and_finance/documents/2019-crypto-assets-consultation-document_en.pdf

https://www2.deloitte.com/mt/en/pages/technology/articles/mt-article-cryptocurrency-security-standard-CCSS.html
https://www.itgovernance.eu/en-ie/iso-27001-ie
https://www.iso.org/isoiec-27001-information-security.html
https://csrc.nist.gov/publications/detail/fips/140/2/final
https://www.lawsociety.ie/gazette/in-depth/crypto-assets
https://ec.europa.eu/info/sites/default/files/business_economy_euro/banking_and_finance/documents/2019-crypto-assets-consultation-document_en.pdf
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This taxonomy is very much needed and should be devised in a way that tries to make the terms 
understandable not just for industry stakeholders and regulators, but by users of crypto asset products 
also. Industry stakeholders should commit to supporting the Central Bank’s efforts in this regard.61

AML scrutiny
While advocates would argue that fiat currencies remain the primary means of transfer of value for 
bad actors, crypto assets have struggled reputationally from the outset and have been perceived, with 
supporting evidence, to be tainted through an association with extra-legal activity.

The anonymity associated with crypto assets and the relative speed with which crypto assets may be 
transferred across borders, unsupervised by regulatory authorities, makes the asset class attractive to 
bad actors for tax evasion, sanctions busting, criminality, and illicit trading purposes. The demands 
of ransomware attackers to paid in crypto currencies illustrates an undesirable innovation which has 
emerged, for example.

Thus, global regulators have taken the view that a high compliance bar should be set for the sourcing, 
trading, and exchange of crypto assets in terms of Anti Money Laundering, Know Your Customer, and 
Anti-Terrorist Financing rules. New rules have been introduced by the EU to strengthen anti-money 
laundering standards and stop illicit flows. The “travel rule”62 specifies that “Crypto-assets’ transfers 
would need to be traced and identified to prevent their use in money laundering, terrorist financing, and 
other crimes.” A travel rule has also been introduced in the US by FinCEN.

The rules go on to state that “all transfers of crypto-assets will have to include information on the 
source of the asset and its beneficiary, information that is to be made available to the competent 
authorities.” The rules also cover transactions from un-hosted (or user self custodied) wallets and the 
regulators have set an expectation that technological solutions should ensure that transfers can be 
individually identified and reported upon.

Irish authorities transposed the Fifth Anti-Money Laundering Directive into Irish law by way of the 
Criminal Justice (Money Laundering and Terrorist Financing) (Amendment) Act 2021 (“2021 Act”). 
The provisions of the 2021 Act that relate to Virtual Asset Service Providers (VASPs) commenced on 
23 April 2021. The impact of these changes has been that VASPs or Crypto Asset Service Providers 
(CASPs) are now defined as designated persons.63 VASPs are required to register with the Central 
Bank and a number of firms have submitted applications for registration. It is anticipated that the first 
VASP registrations will be completed in summer 2022. VASPs are expected to comply with AML/CFT 
obligations including:

 • carrying out an ML/TF risk assessment of their business;

 • undertaking customer due diligence (CDD) of their customers;

 • carrying out ongoing monitoring of customers and customer transactions;

 •  filing Suspicious Transaction Reports (STRs) with Financial Intelligence Unit (FIU) Ireland and 
the Revenue Commissioner in instances where money laundering or terrorist financing is known 
or suspected;

 • maintaining and implementing AML/CFT policies, procedures and controls;
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61.  https://www.sbai.org/toolbox/crypto-assets.html
62  https://www.fatf-gafi.org/media/fatf/documents/recommendations/Updated-Guidance-VA-VASP.pdf
63  https://www.centralbank.ie/regulation/anti-money-laundering-and-countering-the-financing-of-terrorism/virtual-asset-service-providers

https://www.sbai.org/toolbox/crypto-assets.html
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Updated-Guidance-VA-VASP.pdf
https://www.centralbank.ie/regulation/anti-money-laundering-and-countering-the-financing-of-terrorism/virtual-asset-service-providers


30

 • retaining appropriate records; and

 • providing AML/CFT training to all staff on an ongoing basis.

These robust measures serve to provide protections from compliance risk to investors availing of 
regulated depositaries or sub-custodians for the safe keeping of their crypto assets. They have also 
prompted major emergent providers in the crypto asset dealing and custody space to comply with the 
travel rule. Further, a coalition of 18 exchanges64 has come together to establish Travel Rule Universal 
Solution Technology (Trust), a platform designed to “ensures top-tier compliance while also protecting 
the security and compliance of their customers’ information.”

Governance
All funds must operate in the best interests of their investors. Equally, this applies to funds investing 
partially or wholly in crypto assets. To achieve this, it is important that Crypto Asset Funds and their 
fund management companies are well governed and that the individuals involved in senior management 
have the skills and experience necessary to carry out their roles effectively. They must set the correct 
tone which emphasises the primacy of investors’ interests and places great importance on effective 
risk management. The behaviour of senior management and the culture which they engender has an 
important role to play in achieving best outcomes for investors.

Crypto Asset Funds and their fund management companies will need to have boards of directors which 
are diverse, and which are appropriately resourced with both executive and independent directors. 

Crypto Asset Funds and their fund management companies should assemble boards of directors with 
the following in mind.

 •  Technology – Identify an individual(s) with some experience in or past exposure to cryptography 
or, at a minimum, cyber security. This will allow the board to interact with the investment 
manager and to challenge better the investment manager’s report. Also, as the trading platform is 
likely to be cloud hosted, having an individual with a strong technological skillset will assist the 
board in holding the relevant service providers to account. 

 •  Risk management – There has been considerable focus on liquidity risk management for 
investment funds over the past 12 to 24 months. Crypto Asset Funds should expect to be 
subjected to a similar focus. Further, managing the risks when trading is bi-lateral, or trading 
takes place on unregulated exchanges, will be crucial. Knowing the exchange and consistently 
monitoring and affirming the appropriateness and robustness of that exchange will be essential. 
A strong risk management skillset at Board level will be important.

 •  Regulatory – the regulatory environment regarding crypto assets is dynamic and evolving rapidly. 
The classification of different crypto assets is a risk that needs ongoing monitoring as a change in 
classification could have a fundamental impact on regulatory status. For example, if a particular 
crypto asset was determined to meet the definition of ‘transferable security’ or ‘financial 
instrument’ for the purposes of MiFID65, it could bring a firm within scope for MiFID. This would 
mean that the firm would require authorisation in order to provide any investment services or 
activities in relation to those assets. Having access to expertise that is familiar with, and on 
top of, this fast-paced regulatory change will help provide comfort to the board concerning 
expectations and regulatory risks.
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64.  Anchorage, Avanti, BitGo, bitFlyer, Bittrex, BlockFi, Circle, Coinbase, Fidelity Digital Assets, Gemini, Kraken, Paxos, Robinhood, Standard Custody & Trust, 
Symbridge, TradeStation, Zero Hash, and Zodia Custody.

65.  Directive 2014/65/EU
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 •  Administration – while all Irish authorised funds are required to have valuation policies, 
specific valuation issues require consideration in the context of Crypto Asset Funds. For 
example, while there are multiple, well-established price providers for traditional financial 
instruments (e.g., equities, debt), sourcing appropriate pricing vendors for crypto assets may 
not be so straightforward. The choice of pricing vendor or, indeed, whether to utilise an average 
price across several pricing vendors, will be important. An individual with knowledge and 
understanding of valuation practices would be beneficial.

In order to ensure that the board can carry out its role to a high standard, a Crypto Asset Fund and its 
fund management company should consider how they will have, or have access to, the desired expertise 
in crypto assets. For example, this could be achieved by appointing a director with relevant experience 
or by engaging an independent expert to support it. Howsoever it is achieved, it is important that the 
board considers the point and arrives at an appropriate conclusion.

Finally, Crypto Asset Funds and their fund management companies should consider insurance cover for 
the board and officers. While it can be challenging to obtain meaningful cybersecurity insurance, this 
cover is important in light of the nascent nature of the asset class and the risks associated with it.

Notwithstanding the existence of risks specific to the manner in which investments in crypto assets are 
created, traded, custodied and overseen, the strong foundations which exist within “regulated” space 
can and should be utilised to enable measured adoption.
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Market data points to a strong demand for exposure to crypto assets amongst retail and institutional 
investors. It is possible that the Irish authorised investment fund regime offers an optimal solution for 
the creation of regulated investment fund products that invest in crypto assets.

Further technical detail on issues, risks and possible solutions for Crypto Asset Funds will certainly be 
required with additional detailed analysis. For example, the Irish Funds’ FinTech Working Group will be 
publishing a paper on valuation and reconciliation issues for Crypto Asset Funds in Quarter 3, 2022.   

In the interim, this White Paper could be a starting point for identifying how a regulated investment fund 
product investing in crypto assets might be designed and the challenges which would have to be overcome 
to make it a reality. We will be reaching out to stakeholders with a view to beginning this collaborate effort 
upon the publication of this White Paper and look forward to working together with them.

In putting together this White Paper, we took the opportunity to speak to a full range of market 
stakeholders. A wide breadth of opinions exists around crypto assets and there are significantly varying 
levels of knowledge, comfort, and enthusiasm. However, the following were clear:

1.  The technology underlying crypto assets (DLT and cryptography) have real and wide-ranging 
application within the funds and asset management industry which cannot be ignored and should 
be embraced.

2.  While developing and improving, the level of knowledge of this space at a senior level across all 
members of the funds and asset management ecosystem is not keeping pace with the broader market.

3.  Notwithstanding the volatility of many of these assets and the unclear motivations behind the 
involvement of some investors in seeking to gain exposure to them, demand exists and will likely 
grow. Therefore, the need to bring them within the regulatory perimeter is pressing. At present, those 
who wish to have exposure have little opportunity to do so within the established frameworks and 
associated protections of regulated investment funds There is a growing international acceptance 
that this should be the case.

4.  Completion of the MiCA Regulation, while an important step, will be insufficient on its own to close 
the gap with developing practice. The timelines for its completion will also pose challenges given 
the rapid pace of change at industry and investor level. 

The Irish authorised investment fund regime offers a range of solutions which can be worked through. 
We suggest prioritising those which best match the level of sophistication and knowledge of the end 
investor with the nascent nature of the crypto asset universe. Specifically, we recommend the following 
as positive steps:

1. Alternative Investment Funds (AIFs):

 a. Qualifying Investor AIFs (QIAIFs): 

 i.  Clarification by the Central Bank of the extent of indirect exposure which is acceptable within 
a QIAIF and a description of the conditions which would need to be present to make greater 
exposure acceptable.

MOVING FORWARD

Market data points to a strong demand for 
exposure to crypto assets amongst retail 
and institutional investors.
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 ii.  Consideration by the Central Bank of the conditions under which direct exposure by QIAIFs in 
crypto assets would be allowable 

b. Retail Investor AIFs (RIAIFs)

 i.  Articulation by the Central Bank of any additional risk mitigation measures required to make 
indirect and direct exposure to crypto assets permissible for RIAIFs.

 ii.  Commitment by the Central Bank to revise the RIAIF chapter of the Central Bank’s AIF Rulebook 
to provide for exposure to crypto assets by RIAIFs as soon as the additional risk mitigation 
measures described in paragraph b.i. have been settled. 

2. UCITS

 a.  Ireland, as a leading EU Funds Domicile should be leading the discussion regarding the 
eligibility of crypto assets within UCITS funds at ESMA.

3. EU Convergence

 a.  Engagement by the Central Bank with peer regulators, European Supervisory Authorities and the 
European Forum of Innovation Facilitators to ensure a convergence of approaches towards crypto 
assets. This might also include the registration and supervision of VASPs across the EU.

Ireland’s longer-term approach and orientation towards crypto assets and crypto enabled financial 
service delivery mechanisms will rely heavily on leadership from within the Irish Government. The 
creation of the Fintech Steering Group within the Department of Finance was an important step in this 
regard. The following are recommended:

1.  Create a specific taskforce on tokenisation within the Fintech Steering Group to ensure the 
policy and legislative conditions exist to support the creation and operation of tokenised 
platforms within Ireland.

2.  Replication of the legislative conditions which exist in other EU Member States as regards crypto 
assets and decentralised finance platforms. Examples of international regulatory developments in 
relation to crypto assets are set out in Appendix III. It is evident from that work that other countries 
are moving forward with understanding the issues surrounding crypto assets and decentralised 
finance and legislating for them. Combining our existing strong position in investment funds and 
asset management for “traditional” assets with a suitable offering for crypto assets will create new 
growth opportunities and ensure the ongoing relevance of our offering. On the other hand, failure 
to keep pace creates the risk that other countries will leapfrog Ireland and steal a march. If that 
happens, it will be extremely difficult for Ireland to recover its position. Not taking action is not a 
risk-free approach for Ireland. 

From an industry perspective, we suggest the following:

1.  Continue to support the Irish Government, the Central Bank and industry stakeholders by producing 
thought leadership and information notes which will enable better understanding and higher levels 
of investor protection. For example, Irish Funds’ FinTech Working Group will be publishing a paper 
on valuation and reconciliation issues for Crypto Asset Funds in Quarter 3, 2022.   

MOVING FORWARD
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2.  Create a Tokenisation Working Group to assist the work of the Department of Finance’s Fintech 
Steering Group.

3.  Include materials on crypto assets in the financial literacy programme for transition year students 
which industry is developing. 

Taken together and implemented with determination and tenacity, this package of actions will help 
to ensure that Ireland utilises its current strengths as both a leading investment funds and asset 
management centre and a significant technology hub to take advantage of the opportunities presented 
by crypto assets.

MOVING FORWARD
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APPENDIX I - GLOSSARY

AIF – Alternative Investment Fund

AML – Anti Money Laundering

Alpha - an investment strategy’s ability to beat 
the market or excess return

BAFIN – German Federal Financial Supervisory 
Authority

CBDC – Central Bank Digital Currency

CLS – Continuous Linked Settlement (specialist 
US financial institution providing settlement 
services in the FX market)

CSSF – Financial regulator in Luxembourg 

CFT – Counter the Financing of Terrorism 

Crypto exchange – [To be inserted]

Depositary – a bank, bank branch or subsidiary 
of a bank with a parental guarantee entrusted 
with providing safe keeping an investment 
fund’s assets, monitoring cashflows and 
overseeing the fund management company

DLT – Distributed ledger technology

Distributed Ledger Technology – decentralised 
digital database protocols which support 
blockchain solutions

FATF – Financial Action Task Force

FCA – Financial Conduct Authority

Fiat currencies – Government issued legal 
tender

FX – Foreign Exchange

MiFID – Markets in Financial Instruments 
Directive

PRA – Prudential Regulation Authority

Proof of work – Competitive consensus 
mechanism for the validation of transactions on 
a trustless blockchain

Proof of stake – Collaborative consensus 
mechanism for the validation of transactions on 
a trustless blockchain

Satoshi – A fraction of a Bitcoin. 1 Satoshi = 
0.00000001 bitcoins

SBAI – Standards Board for Alternative 
Investments

Stablecoin – cryptocurrencies designed to have 
a price pegged to fiat money or exchange-traded 
commodities

Tokenisation – Creating a digital representation 
of ownership

UCITS or Undertakings for the Collective 
Investment in Transferable Securities – a 
regulatory framework for European investment 
funds designed for marketing to retail investors.

Wallet – hardware or software device for the 
secure storage of public and/or private keys for 
cryptocurrency transactions.
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APPENDIX II – INVESTMENT STRATEGIES OF CRYPTO ASSET FUNDS

When considering how Crypto Asset Funds might operate, it is useful to understand the types of 
investment strategies that they utilise. Crypto assets can be held as part of a broader, more diversified 
investment strategies. 

In in the 3rd Annual PwC Elwood AIMA Global Crypto Hedge Fund Report 2021, crypto hedge funds 
were classified according to four broad fund strategies:

“Discretionary Long Only:

Funds which are long only and whose investors have a longer investment horizon. These funds tend 
to invest in early stage token/coin projects, and they also buy and hold more liquid cryptocurrencies. 
These funds tend to have the longest lock-up periods for investors.

Discretionary Long/Short:

Funds which cover a broad range of strategies including: long/short, relative value, event driven, 
technical analysis and some strategies which are crypto specific, such as mining. Discretionary funds 
often have hybrid strategies which can include investing in early stage projects. They tend to have a 
similar lock-up period to the Discretionary long only group.

Quantitative:

Funds taking a quantitative approach to the market in either a directional or a market neutral manner. 
Indicative strategies include: marketmaking, arbitrage and low latency trading. Liquidity is key for these 
strategies and restricts these funds to only trading more liquid cryptocurrencies. As a result, these 
funds typically have the shortest lock-up periods for investors.

Multi-strategy:

Funds adopting a combination of the above strategies. For instance, within the limitations set in the 
prospectus of a particular fund, traders may manage discretionary long/short and quantitative sub-
accounts.”
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2.  Create a Tokenisation Working Group to assist the work of the Department of Finance’s Fintech 
Steering Group.

3.  Include materials on crypto assets in the financial literacy programme for transition year students 
which industry is developing. 

Taken together and implemented with determination and tenacity, this package of actions will help 
to ensure that Ireland utilises its current strengths as both a leading investment funds and asset 
management centre and a significant technology hub to take advantage of the opportunities presented 
by crypto assets.

APPENDIX III – REGULATORY DEVELOPMENTS INTERNATIONALLYAPPENDIX II – INVESTMENT STRATEGIES OF CRYPTO ASSET FUNDS

66.  Source: Universal Investments

66
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